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Abstract—The cloud computing is a paradigm involving
many disparate stake holders. Any system built upon this
paradigm and a business run on such system architecture
would have similarly disparate scope of access, activities
and responsibilities for the stake holders. Depending on the
scope of the activities and responsibilities, a stakeholder has
to device the security measures to secure his activity space.
We formulate the problem formally with this premise. We
model and survey, depending upon the generic cloud ar-
chitecture abstracted from the prominent ones, the actvity
space of each stake holder and consequently security mea-
sures each stake holder has to take, to ensure the over all
security of the system. We survey the recent works re-
lated to each facet of the formal model and classify them to
present a contemporary perspective.

Index Terms—Coud computing, Formal representation,
Security, Activity Space, Best Practices, Stake holders.

I. Introduction

Cloud computing is becoming popular as the infrastruc-
ture solution for many medium and small scale business
companies all over the world. This trend is a game chang-
ing paradigm shift. Even though the underlying principle
of operation of individual constituents is same, since the
cloud architectures differ from each other in their construc-
tion details, the exact access and action spaces also vary for
the stake holders operating on systems built on different
clouds.

But considering a generic cloud architecture which ab-
sorbs the essential features of most cloud computing in-
frastructures, we can identify the prominent stake holders
in a business system built over such a cloud. Then we can
determine the scope of access, activities and controls each
of them have. On that basis we can determine who is re-
sponsible for what security aspects in the whole operation,
and what action each of the stake holder needs to take to
ensure security in his own space and eventually the whole
system. There are many cloud service providers with var-
ied features. Many of them focus on a set of niche target
customers and specialize on the features that are impor-
tant to such clientle. Though such differences make each
cloud service provided by different service providers differ-
ent, we can form a generic set of features that constitutes
a cloud by taking the commonalities of the major cloud
services. The major stake holders are the end user of the
business, the business organization, the network (Internet)
provider facilitating the communication to and from the
cloud with the organization, the cloud service provider,
the provider of the operating system and other software
used to construct the cloud, the hardware manufacturers
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and the governments who administer and monitor the le-
galities as applicable to the whole operation. From the
systemic point of view, the key issues of security and pri-
vacy are identified and is argued to be a problem of risk
management in [1]. It is not only important to study the
security from the point of view of the systems that func-
tionally constitute the whole operation built on a cloud
infrastructure but also from the perspective of the above
mentioned stakeholders so that a framework for creating
best practices, policies and laws would be facilitated in an
informed way. In this paper we study the scope of security
measures for each of the stake holders based on the scope
of their activity in the cloud based business systems.

The main contributions of this paper are as follows.
1. We formally represent the stake holders and their pro-

files in a business system based on a generic cloud
computing infrastructure.

2. We delineate the security concerns and responsibili-
ties of each stake holder to ensure the overall security
of the business, based on the survey of current litera-
ture.

The Section II describes a formal representation of the
security-activity profile for a generic cloud based system
with the perspective of the stake holders and their activity
space.The section III describes in detail, the generic archi-
tecture of cloud computing services used by the businesses
and their security concerns. Section IV describes the ac-
tivity spaces and profile of the stake holders in the cloud
based system. Section V describes the security activity
spaces and profile of the cloud based systems. The section
VI discusses the related works. The section VII presents
the conclusion.

II. Formal representation of the security
profile of a cloud

In this section, we formulate the structure of the
security problem in a cloud-based system formally.
The cloud based system involves n, where 0 < n < ∞,
different stake holders. The ith, 1 < i ≤ n stake holder
hi has access to an unambiguously defined part of the
system. This is referred to as the access space siA of the
stake holder hi.

This access space siA , is considered as the set of m areas.
siA = {siA1

, siA2
, siA3

, . . . , siAj , . . . , siAm}, 1 < j ≤ m, 1 <
m≤∞.

In each of these areas, the stake holder hi can choose to
do one action, at a time, out of the clearly defined set of
actions, siaj corresponding to j. The ordered pair of this

access area and the corresponding set of action is referred
to as the activity area siαj = (siAj ,siaj ).

The union of all such sets of actions available at, that is,
corresponding to, each of the areas in the access space is



referred to as the stake holder’s action space sia .
sia =

⋃m
j=1 siaj

The union of all sets of access areas is the access space of
the stake holder hi.
siA =

⋃m
j=1 siAj

The union of all the activity areas of the stake holder hi,
is called the activity space of hi.
siα =

⋃m
j=1 siαj

The sequence of all the activity spaces of the stake
holders is referred to as the activity profile Sα of the
cloud.
Sα = (s1α ,s2α , . . . ,snα)
The security measures each stake holder has to take must
be accomplish-able with some combination of the legal
actions that are available to him. It may involve one or
more actions in tandem to be taken in each access area.
The security measures in the access area siAj the stake

holder hi has to take be the set riAj ,

such that riAj ⊆ siaj .

Thus, the security activity a stake holder does in the
access area siAj is given by the tuple riα ,

such that riαj = (riAj , riaj ).

Any practical security measure generally involves a
sequence of actions across many activity areas to be
effective. And the total security activity of the stake
holder hi is given by riA ,
such that riα =

⋃m
j=1 riαj

The sequence of all the security activity spaces of the
stake holders is referred to as the security activity profile
Sα of the cloud.
Rα = (r1α , r2α , . . . , rnα)
A security measure by a stake holder can be cognized as
an a priori plan of security actions at each access area.
We distinguish security measure from the defense measure
which happens, that is the series of executions of actions,
while defending a system against a malfunction either
due to an internal system fault or a malicious attack.
Thus, this gives the context to make the plan considering
the combined general risks and threats depending on the
given system characteristics. Since there are different
stake holders with having their own access spaces, either
intersecting or not with that of other’s, each must take
their own security measures. This is described below.
A security measure of the stakeholder hi, is given by a
sequences of actions taken at each instant of operation,
that is, it has a time stamp in the operations, chosen
from the security profile riα . This security activity profile
gives a formal way to represent quantitatively who can
do what and where to defends which assets and how.The
above frame work would be useful for the policy makers
to confirm what security actions each stake holder would
have to take. In the next section, we shall present a
survey of the current literature how the activity space and
security activity spaces are being used by stake holders in
different scenarios.

III. Cloud based systems: architecture and
security concerns

The architectures and the security concerns related to
them go hand in hand. The more sophisticated the archi-
tecture is the more involved will be the security concerns.

A. Architectures

The general security and privacy concerns were identi-
fied and discussed along with the direction of research ad-
dressing them in [2]. They categorize the concerns as tra-
ditional security, availability and thried-party data control
concerns. There is a new class of problems that are identi-
fied which are cheap data and data analysis, cost effective
defense of availability, increased aunthetication demands
and mash-up authorization. The cheap data and data anal-
ysis of unheard proportions enable even scantly equipped
attacker huge information-advantage enabling a sophisti-
cation in the attack.Cost-effective defense of availability
is a concern dealing with the counter measures against
an attacker with the sole motive to sabotage activities.
Since any disruption yeilds a positive payoff for the at-
tacker, cloud crystallizes the problem to be that of a sin-
gle point of failure. Increased authentication demands en-
courage the use of thin client at the client side. This em-
phasizes increased authentication demands on the cloud
side.The cloud model encourages users to mash-up their
data. Mash-up authorization will lead to problems of data-
leaks and in terms of the number of sources of data a user
may have to pull data from. To address these concerns
information-centric security, high-assurance remote server
attestation and privacy-enhanced business intelligence are
identified as the fertile fields for further research.

The security concerns of each of the components con-
stituting the cloud based system not only are pertinent
but also new concerns are emerging. One of them is de-
tectability of the hardware infrastructures hosting virtual
machines (VM) delivering the payload of a client, leading
to cross-VM side-channel attacks to extract information
from another target VM on the same machine.This was
explored practically by devising an attack launched over
Amazon’s EC2 to establish the vulnerability by [3].Its a
potential breach to be careful about.

The main cloud computing security issues are funda-
mentally not new, and are tractable to the concerns in the
previous time sharing era. But the complexities of multi
party trust concerns, and ensuring the need for mutual
audit-ability are distinct to cloud computing. These ideo-
logical analyses are done by [4].

An analyses of the major cloud provider for performance
for the cost and the types of services offered was done in
[5].

The vulnerability of using the standard TCP’s conges-
tion control is analyzed and showed to provide opportu-
nities of DOS attacks and as an alternative, a network
bandwidth allocation scheme called Seawall is presented
in [6].

The configuration of the complex cloud infrastructure is
important to be such that, it does not provide any security



holes to be exploited to gain undue information by mali-
cious activity. An automated auditing process is provided
to check the configuration in [7]

B. Security concerns

The main security risks concerning operations over cloud
were topically pointed out in [8]. The security concerns for
an enterprise wanting to move their infrastructure over a
cloud, and the resulting risk management are discussed in
[9]. The technicalities of the security threat are for most
part a reincarnation of the previously known security issues
in the older classical computing paradigms. An extension
of such previous issues into modern cloud computing secu-
rity issue is suggested to be mitigated by measures which
also are inspired from the extending the previously done
counter measures. The distinction of novelty of particular
issues is discussed and presented in [10].

IV. Activity spaces

In this section we survey the current literature to get an
idea of what the generic activity spaces are in the clouds.
It is true that most of the cloud service providers tune up
their system architecture to cater some specialized or em-
phasized services leading to disparate system setups. But
we shall take a general consideration and pick the common
factors to consider a generic cloud, for our analysis, which
can be later customized diligently to any specific architec-
ture with exact details filled in.

The role of the distributed data locations in the cloud ar-
chitecture is provided and the need for data location com-
pliance is studied in the thesis in [11]. In the Amazon
EC2 in [12], Microsoft Azure and other prominent clouds
used by many small and medium sized business systems,
the cloud service provider takes care of all the hardware,
either distributed or not, and the basic operating system
that boots those hardware. Some times these hardware
are provided by a third party. In that case, both the hard-
ware and the software that boots on those hardware are
provided by third parties. Over this operating system a
hyper-wiser is used and controlled by the cloud service
provider. This is the case in many public and (volun-
tary and non-profit) community based clouds. Then the
cloud service provider provides a actualization through the
hyper-wiser and a running operating system over it. This
is going to be maintained by the cloud service provider,
by installing regular updates and so on. Some of the soft-
ware applications running on this operating system, as re-
quested by and provided to, the business clients is given
as their access space and activity space. Everything below
this would be the access space of the cloud service provider
if he has not outsourced the hardware and its maintenance
to a third party. The business companies will install, run,
and configure their applications and that whole space be-
comes their access area. The end users and clients of the
business will be dealing with the companies, by accessing
some instances of the software processes they are given,
and the data structures they are entitled to access. This
forms their access space and activity space.

A. Activity Profile

Activity profile is illustrated in the following works.

The analysis of mutual dependencies and the trustiness
resource legitimacy in cloud computing is provided in [13].
Functionally, the activity profile imply the trustiness in an
implicit manner. That is, each stake holder has agreed to
do his bit and believes the others shall do theirs. This
is reflected in many works that discuss how this trust is
established, sustained, verified, maintained and actuated.
The more complex constructions would be in inevitable
but shall provide new challenges. Such moves will alter
the activity profiles enormously. One such case is presented
here. At the data link layer and network layer of the cloud,
the trends of hybrid electrical/optical data-center networks
pose many new challenges. An analyses of these with sug-
gestions and directions towards plausible solutions is in
[14]. Trusted block as a service in the context of cloud is
discussed in [15]. A new trust model for file sharing in the
cloud is discussed in [16]. Virtual machines need account-
ing and monitoring for ensuring authenticity and integrity.
Eventually this should lead to bringing reliability, trans-
parency and security in client model for client satisfaction.
To do this a mobile agent based architecture is proposed
which can dynamically move in the network to accomplish
this task. The trust between the stake holders is an im-
portant issue. To dynamically assess it and implement
decisions based on it, a mechanism is proposed based on
mobile agents to collect the information in [17].

As a main concern of security, data integrity in cloud
is important. For that, using third party data integrity
Management Service (IMS) has its draw backs. To avoid
it, a different cloud storage architecture was proposed with
services and protocols and implemented on Amazon S3,
with favorable results as presented in [18]. To address the
problem of secure data transfer a trust-based file sharing
is used. There are many open issues related to this ap-
proach which are discussed a new model is proposed in
[16] Trustworthy clouds underpinning the future Internet
from an overarching perspective is discussed in[19]. The
data of the end user is kept on the resources of the cloud
provider. to make is safe the user could encrypt his data.
If the user wants to do any computation using that data
on cloud resources itself, then he has to decrypt it and
do the computation with the data. This nullifies the pri-
vacy of data. To avoid this, a homomorphic encryption
scheme is proposed which allows the computations of data
in its encrypted form in [20] To ensure the privacy for the
data being stored over cloud by the user, the cloud service
provider cannot be implicitly trusted. For this a model
based upon the principle of dynamic data re-encryption is
proposed in [21]. Another work on the business process
as service and about remote auditing is presented in [22].
Accountability, Audit-ability and Trust between the stake
holders is analyzed in [23]. TrustCloud, a frame work and
a system was provided by HP in [23] to establish trust and
co-ordinate the stake holders in cloud.



V. Security Activity Spaces

A comprehensive picture of the cross organizational, and
the disparate stake holders, and their roles in the security
activity is discussed in relation to cross-organizational se-
curity settings in [24] and their key roles elaborated in [25].
Public survey was made in two countries and an on line sur-
vey in more that 150 countries to identify the perception
of the end users about the cloud. The results are discussed
in [26], as the impression is a key factor in how the public
users eventually adopt and turn out to use it. An Analysis
of Security and Privacy Issues in Smart Grid Software Ar-
chitectures on Clouds is discussed in [27] and in [28]. Many
parts of the clouds are very convenient to use for attacks
leading to breach of privacy and confidentiality of others
and unauthorized possession of copyrighted material. An
example analysis of Dropbox is done in [29]. [30] reports on
legal , privacy, security, access and regulatory issues. This
paper raises an awareness of legal, privacy, security, access
and regulatory issues that are associated with the advent
of cloud computing. An in-depth literature survey is con-
ducted on these and an analysis is drawn from the issues
that are identified through the literature survey. Recom-
mendations are then given on how the issues identified in
the analysis can be mitigated. The issues of policy in-
terventions, standards, privacy and data protection, traffic
and congestion management, business continuity planning,
security and regulation are discussed.

Working in various service models ranging from SaaS,
PaaS, to IaaS, of cloud computing to mitigate data abuse,
encryption is suggested. With data encryption, an is-
sue arises when the data owner who outsourced the data
wants to revoke some data-consumers’ access privileges,
which normally involves key re-distribution and data re-
encryption. In this work, a generic scheme was pro-
posed to enable fine-grained data sharing over the cloud,
which does not require key-redistribution and data re-
encryption whatsoever. The main primitives made use
of are attribute-based/predicate encryption and proxy re-
encryption, but our construction is not restricted to any
specific scheme of its kind. A generic key distribution
scheme with a number of advantages over other similar
proposals in the literature in given in [31]. The meth-
ods of homomorphic encryption and computing on tamper-
resistant hardware suffer from high latency. For outsourc-
ing the data and arbitrary computation with lower latency
a token based method was proposed in [32].

A. Security Activity Profile

The data availability issues in cloud computing is dis-
cussed and a RAID based model is proposed to address
these issues along with error correction using parity encod-
ing of the data in [33]. A rule-based-forwarding network
design and an access control mechanism CloudPolice im-
plemented in hypervisor to top DoS attacks is discussed in
[34] To mitigate the security concern for running an appli-
cation over cloud, the program is suggested to be run in
two pieces as a user and protected program. It was shown
to be computationally secure in [35]. The cloud-based in-

frastructure has to be eventually used by the business com-
munity. Those business which need to be ensured about
the security can have to work flow certified by the auditors
which is then accessible to the users to be ensured of the
security. This end user perspective security measure is dis-
cussed in [36]. In massive parallel processing scenarios of
cloud computing forensics are a challenge.An over view of
the cloud Forensics is given in [37]. Technical issues with
forensic in cloud is elaborated in [38]. Isolating instances
in cloud for forensic is discussed in [39]. A survey on cloud
forensics and critical criteria for cloud forensic capability
is presented with a preliminary analysis in [40]. Mutual
protection of the stake holders is an important security
measure and is discussed in [41]. While many works deal
with general issues, a specific attack like DoS is addressed
in the following work in [42]. Based on the analysis of sev-
eral recent attack scenarios, a system that enables periodic
and necessity-driven integrity measurements and remote
attestations of vital parts of cloud computing infrastruc-
tures is provided. It was implemented on top of Xen Cloud
Platform and trusted computing technology is used to pro-
vide guarantees. The work show how system attests the
integrity of a cloud infrastructure even in the presence of
DoS attack.

VI. Related Work

The trust is an important factor between the many
stake holders in cloud computing. The policy-making ap-
proaches with control mechanisms in place is discussed in
[23] The security challenges and the recommended man-
agement models to address them are discussed in [43] An
analysis of the cloud computing security problem was done
in [44], where the perspective from the architecture of the
cloud, services delivery models and the stake holders in-
volved were listed. The analysis showed that the prob-
lem has a multi-layered and multi-perspective nature. In
our work we are building upon what they identified as the
stake holder’s perspective and expanding the analysis of
what factors affect it.

The cloud is used to provide different services, like infras-
tructure, services, etc and based on its location is classified
as public, private and hybrid. Each of these distinctions
get their own identity reflected in distinct security issues.
The analysis of the security problem in cloud based systems
is done based on the issues that have come up and differ-
ent security models proposed to mitigate them are listed in
[45]. A general discussion of the security challenges were
presented in [46] where the information security, network
security and the process and data security issues were iden-
tified.

VII. Conclusion

The feature of security is resolved in terms of how each
stake holder is making secure practices and also how each
of them are co-ordinated. An over all regulation is required
to channelize the development and thus a need for a reg-
ulatory body is discussed in [47]. Thus, just the way the
functional scope is now distributed amongst each of the



stake holders, the security or the breach of it depends on
each of them. This knowledge is important to decide the
best practices and policies for each of the stake holders.
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